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State of the art (GPs)

sl -+ Data Sharing
(medicine associate, AFT ...)

e Public/Private Networks
* Patient Summary — EHR
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Your Emergency

Care Summary
What does it mean for you?

- S— Your Emergency Care Summary
. VIR | . . i .
\ ‘ ; ! contains the following information.

¢ Your name
* Your date of birth
¢ The name of your GP surgery

¢ An identifying number called a CHI number (there is more
about the CHI number later)

¢ Information about any medicines prescribed by your GP surgery
¢ Any bad reactions you've had to medicines that your GP
knows about

Your Emergency Care Summary is copied from your GP’s
computer system and stored electronically. NHS staff can then
find it quickly if they need to see it.
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NUVOLA SANITA PER LE CURE INTEGRATE

Cloud Netmedica

DATA SECURITY NETMEDICA “APP STORE”

Cloud

“IMPORT”

CERTIFY STANDARD

XML
SOAP/WSDL

SSO

UNIVERSITA
POLITECNICA
DELLE MARCHE

FRONT END




Internet Protocols

. Foundations

Service-Composition

Quality of Service We b S e rVi Ce S

Current State-of-the-art in Web Service Technologies

WS-Choreography (WS-CDL,ebBP)

Orchestration (WS-BPEL)

Security (WS-Security)
Management (WSMF,WSDM)

Transaction (WS-Transaction)
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... PERSONAL HEALTH RECORD - PHR ...
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ZIONE

NUVOLA SANITA PER LE CURE NTEGRATE
DB Medicina Generale ’J DB Cronicita

e 2 . Dossier Sanitario Territoriale
Continuita assistenziale
delle cure primarie

e

Gestione integrata
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ILCLOUD

e SaaS (SOA) Architecture
e Scalability
* Security

 Nuvola Italiana — Telecom |
IT

e Data Sharing multi-device

UNIVERSITA
POLITECNICA
DELLE MARCHE

F If&MG




| WEB SERVICES

e Public Data description WSDL / SOAP
netmedicaitalia.it/it/palestra

* Inside HL7 standards

e Data validation

e A test area for SW developer <
* Data Analitycs WS O

* AFIMMG Service Index (UDDI) ... -«

* 42 services & 93 methods
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AUTENTICATION

ONLY GPS + PATIENT CAN AUTORIZE DATA SHARING

e Strong authentication
e SAML 2.0 Federations
e User-based date criptograpy

e No massive data sharing (single
point access)
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DATA STRUCTURE
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Contiene in forma criptata in
dati anagrafici del paziente.

o Leggibili solo dal medico
Pa2|ente proprietario o dai colleghi con i
quali decide di condividere le
informazioni.

Contiene i problemi dei pazienti
con i relativi stati, e le date di
apertura e chiusa. Viene
. mantenuta l'informazione di
Pat0|0g|e origine anche in assenza del
codice ICD-IX. La tabella e
relazionata con altre tabelle per
favorire le ricerche per
problema.
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‘ Diario \

‘ Periodo di \
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‘ AIIeriie ed \

‘ Prescrizione \
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| NUMERI

3300 GPs
e 5.5 MLN of Patients EHR

140.000.000 @

e-prescriptions ML ... %

Dati al 27.03
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Nu.Sa.
April 2015

3300 GPs

5.5 Mil. Patients

145 Mil.
Presciptions

296 GP groups:
-80 EHR sharing
-26 audit
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| CASI NAZIONALI

Toscana — ASL Arezzo
Interop & telemedicine

Campania — ARSAN

Cronic care (diabet) -
Over 1.4 MLN € benefits to GPs @
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Ipertensione arteriosa
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Sicurezza e Privacy

Requisiti:
e Sicurezza/Confidenzialita

— Evitare qualsiasi accesso non autorizzato ai dati
sanitari dei pazienti
* Privacy

— Consentire solo al medico curante di associare i
dati sanitari di un paziente alla sua identita
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System Architecture

EHRs collect patients’ diseases,
clinical exam reports, treatments,
previous surgeries,...

In the EHRs, each patient s
identified through a unique,
randomly generated Patient

|dentifier (PID)

The PR contains a personal data
record for each patient

The PR includes the identifiers of
the Medical Doctors (MDs) who
are in charge of each patient and,
for each MD, an Enciphered
Patient Identifier (EPID)
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/ Electronic Healthcare Records
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Rationale of the System

MD master

/

123456789

AN

PID

-@-

EPID

/Electronic Healthcare Records

n Diseases Treatments Surgeries

Diabetes,

1L S8k Coeliac disease

Insulin

Appendectomy
on 1/1/1970

)
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(PIDs and EPIDs will be
much longer in practice)

Mario

atlent Registry

Rossi

1/1/1950 MDO 10203
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NEXT STEPS

Cartella

Servizi

- Cloud / Web
semantici

Audit e DSS App e mobile

Metadati Dati distribuiti e
Casa & Utenti sicurezza
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Empowerment del paziente

Record clinico-assistenziale del paziente
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Area destinataa
proposta di Patient |
Summary da |

| validare per |
- immissione su FSE

Area destinataa
interazione attivae |
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Area destinata a
visualizzare il |
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19 partners Data integration
Home XML

2 RC design

People XML
design

HBA
Vision
Audio

Gesture, vocal
HMI

1. Domotic
sensor
network
2. AAL
Technologies
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Social Care & AAL need EHR data ?

act upon the
environment

commands
Actuator Actuator o
o + User vs Patient
ePrescription Cronic care

A “patient summary” for AAL & CARE
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l context
Sensor ( Sensor [ Sensor ( Sensor J information
(temperature) (idlﬁ) (occupancy) (wlwl gathering

sense the
environment
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Conclusions

* A national level EHRs — MDs project: Nu.Sa.

e A proposal to rise the level of security on GPs
data sharing

e A useful test bed for data sharing for social
care & AAL

e Future outlook:

— DEFINE AN IT/EU GUIDELINE FOR E-HEALTH DATA
SHARING GIVING ALSO A MINIMAL SECURITY
STANDARD
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Emanvuele Frontoni
e.frontoni@Qunivpm.it
@efrontoni
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